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1. RBAC $PRISE

ZR %X RBAC BRIEEY, £FRE Role-Based Access Control EFRAERIHaEE,
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user_id role_id T4l
BFES BEES 1. i
2, HEE
3. HESR
s e (1R )
system_role system_menu
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k il
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3. BiPRENPR
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system_role_menu
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, REPEFERBEMR, &

PR, X, BAZR T "AP<->fAt<->RP" [URIEE, EXFMEEG, ARSHE.
ARESXKBEZEMEM T SNEZHRER, WTE:
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2. Token JIAMERNH

LLEZRFERRAYE Spring Security? + Token 528, BRI NE=:

system_menu

A B HiftEn
; 11 M SEBEH—
-———1.2 iRERAIE Token

2.1 # _FIAIT Token ’
ERR REEO :

q 2.2 EEEONEE

@ RlmAAEREN, ERKSEEIREEIAILE Token, MMRZGIEIT:
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"code":0,

"msg":"",

"data":{
"token":"d2a3cdbc6c53470db67a582bd115103F"

o EHEAMBERIWM, vl X3
o FHF App RIEFESCHL, AI00 (RS

gEE): AT AAER Spring Security AERIFREBER?
Spring Security IERAEERRXASE, HIANRIEIER. =5EREFE.

Token FFBEESUEZES, XINL system oauth2 access token IFEISHERN id FER, &E
FIFERIMRE, BTF(E Redis BY oauth2_access token:%s [7 #rh,

226 : AHAFRER JWTJUSON Web Token)?
JWT BRIRSHY, FTELH Token BUEE, BIUMRAREHERES. EXEBESES

=

0

EFZIFHE (A ANS Cookie, Session, Token, JWT? ) & XE,

ZRINBECE R, Token BXEHEAN 30 X, Bi@IT system oauth2_client ZFKH client id =
default BUICFEHITEEN:

Objects B system_ocauth2_client@r...

ken_validity_secands  refresh_token_validity_secands redirect_i system_oauth2_client
il oL ! - 508
320C ttps:/)

1800

o {B access token validity seconds =FEX, 1&E1H0ShEAYITERRTE], BKIA 1800 #b =

0 o8
o {B refresh token validity seconds FEX, 1&ERIFTSHEAYSERRTE, ZKIA 2592000
b =30XK

@ BlimERETEO, FEMmEKLT L Token #17AA, BRSS!

### Authorization: Bearer BT aHfiR[EIR) Token
Authorization: Bearer d2a3cdbc6c53470db67a582bd115103f

o BERAYCHSECIN, o]l TokenAuthenticationFilter 13888
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ZSZI{FEF Postman, Swagger JEIRIZOGE, RBMHT Token RIRIMNEI. BkLAg=Lan
T:

### Authorization: Bearer testH)|'%w'5

Authorization: Bearer testl

Hep "test” AIEENX, ECEIAIT:

### application-local.yaml

yudao:
security:
mock-enable: true # Z&HIFi Token MBI
mock-secret: test # Token FAMLEIN Token HiZR

3. PURIERR

3.1 @PreAuthorize j¥fi#

@PreAuthorize 4 f2 Spring Security RERIBIENRIT/E, HFIMHEORZE L, FHEEN
PR, SR PRV,

@ ETF [BPRFR] BRI

PRIRIR, XML system menu FRHY permission FER, HEFFIRIUA ${RG0} :${EH ) ${H%
£y, HIA0E system:admin:add #RiR system BRBASHINEIER,

{EREI0T -

/] T4 system:user:list BURZER
@PreAuthorize("@ss.hasPermission('system:user:1list")")

/] TF&r system:user:add X system:user:edit FURZREIAT
@PreAuthorize("@ss.hasAnyPermissions('system:user:add,system:user:edit')")

@ &E7F [(meirR] BRI
WPRIFR, XR. system role FRHJ code FER, HI80Ud super_admin FBREERR.
tenant_admin FHPEIER.

{ERZBINT:

// J&T user fifh
@PreAuthorize("@ss.hasRole('user')")
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// BT user E¥ admin Z—
@PreAuthorize("@ss.hasAnyRoles('user,admin')")

SEMRIERTA?

2 @PreAuthorize FRRERRY Spring EL XIATLIRE] false BY, FTRBNR.

M @PreAuthorize("@ss.hasPermission('system:user:list')") ZR7~JEFH Bean &
FH ss B9 #hasPermission(...) Ak, FESEN "system:user:list" FHF
B, ss XJRZAY Bean & PermissionServicelmplr 2, FRLURREBEEIZSEN
SCHARIBE .

3.2 @PreAuthenticated j¥fi#

@PreAuthenticated 4 RIMEBENMABAMETH#, HSIEEORLE L, SEERMNBRA R
yanll=]N

TEEEFRE, SR App B /app-app/= I RESTRul APl 211, BUARTRERMN,
Bt @PreAuthenticated FEEAEEEHITER. FERATGIUIT:

// AppAuthController.java

@PostMapping("/update-password")
@Operation(summary = "fEXJH R, description = "M RLEHE ")
@PreAuthenticated

public CommonResult<Boolean> updatePassword(@RequestBody @Valid AppAuthUpdatePas
/] ... AR

4

BERRYRESEIR, AT PreAuthenticatedAspect 2§,

4. BEX N RECE

BINEET, EEBEERY /adnin-api/** FiB APl ZEOEMREREA 70UFARE, R
App B9 /app-api/** FifE APl EOTEEFZHA LS.

MTMEEEEMAUREE, REEN API EOTLUER (A&R) #Thn, JLUEd TE
=Ma:

4.1 BFI—: BEN AuthorizeRequestsCustomizer SEIf
B Maven Module BJLASCIIEEN I AuthorizeRequestsCustomizer Bean, ERSMENEF

™ Module BY API #ZOAGAEFIN, Fla0ud yudao-module-infra FRLRAY
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SecurityConfigurationtz 3§, AFBUIT:
@ JDK 8 + Spring Boot 2.X hRAN:

@Configuration("infraSecurityConfiguration™)
public class SecurityConfiguration {

@value("${spring.boot.admin.context-path:"'"'}")

private String adminSeverContextPath;

@Bean("infraAuthorizeRequestsCustomizer")
public AuthorizeRequestsCustomizer authorizeRequestsCustomizer() {
return new AuthorizeRequestsCustomizer() {

@Override
public void customize(ExpressionUrlAuthorizationConfigurer<HttpSecur
// Swagger 1Y
registry.antMatchers("/swagger-ui.html").anonymous()
.antMatchers("/swagger-resources/**").anonymous()
.antMatchers("/webjars/**").anonymous()
.antMatchers("/*/api-docs").anonymous();
// Spring Boot Actuator MZ&NE
registry.antMatchers("/actuator").anonymous()
.antMatchers("/actuator/**").anonymous();
// Druid Wiz
registry.antMatchers("/druid/**").anonymous();
// Spring Boot Admin Server HJZ4hlE
registry.antMatchers(adminSeverContextPath).anonymous()
.antMatchers(adminSeverContextPath + "/**").anonymous();

}s

( G >

@ JDK 21 + Spring Boot 3.X jRAN:

@Configuration(proxyBeanMethods = false, value = "infraSecurityConfiguration")

public class SecurityConfiguration {

@value("${spring.boot.admin.context-path:"'"'}")
private String adminSeverContextPath;
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@Bean("infraAuthorizeRequestsCustomizer")
public AuthorizeRequestsCustomizer authorizeRequestsCustomizer() {
return new AuthorizeRequestsCustomizer() {

@Override
public void customize(AuthorizeHttpRequestsConfigurer<HttpSecurity>.
// Swagger H&I1ARY
registry.requestMatchers("/v3/api-docs/**").permitAll()
.requestMatchers("/swagger-ui.html").permitAll()
.requestMatchers("/swagger-ui/**") . .permitAll()
.requestMatchers("/swagger-resources/**").permitAll()
.requestMatchers("/webjars/**") .permitAll()
.requestMatchers("/*/api-docs").permitAll();
// Spring Boot Actuator HJZ4:fitH
registry.requestMatchers("/actuator").permitAll()
.requestMatchers("/actuator/**").permitAll();
// Druid Iif#
registry.requestMatchers("/druid/**").permitAll();
// Spring Boot Admin Server HJZ4:fClE
registry.requestMatchers(adminSeverContextPath).permitAll()
.requestMatchers(adminSeverContextPath + "/**").permitAl
/1 SCHFEHEL
registry.requestMatchers(buildAdminApi("/infra/file/*/get/**")).

}s

RigRT

o permitAll() J3i&: FRBRAFELUERRME, B#EF L Token 30

e anonymous() F3i%: EBAPHLUERIRE, L Token iHA&HREE

SNER{RXT Spring Security THEAZ, SILUSERATSER (F5E Spring Boot Z2HESE

Spring Security \|] ) & X&E,
<

4.2 BT\—: @permitall j¥fi#
£ APIHEOLERIN @Permitall 7 i FRR, RHIGOT:

// FileController.java

@GetMapping("/{configId}/get/{path}")
@PermitAll
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public void getFileContent(HttpServletResponse response,
@PathVariable("configId") Long configld,
@Pathvariable("path") String path) throws Exception {
/] ...

4.3 BT\=: vyudao.security.permit-all-urls BCERIR
£ application.yaml FECENAH, EiY yudao.security.permit-all-urls BCBEINSE, 7~
4

4
TUXH 1™
yudao:
security:
permit-all-urls:
- /admin-ui/** # /resources/admin-ui H>¥ FHIERASEIR
- /admin-api/xxx/yyy
— (RIB&RL (RR) HHERR -

B 0 N
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