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=08, TRANRENSHAS, RITSCHEUENIR.

RiEiRT: SiENRREE SIS EERRRGEEIRNFEEFE?
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1. SEI[RIE

yudao-spring-boot-starter-biz-data-permission ¥ ARBEFRISCINRBIEERBER, BT
FUEREIR(FRY, fSBEIHE WHERE data_column = ? SR TEUERITIE.

Blami, EERT(SRAITNEE, XIAL SQLZ SELECT * FROM system_users , BRAFHERSRY

SQL ERER:
AR R BEl saL
EERT BZ SELECT * FROM system users WHERE id = [C.
ensres | PTEaRl JAUFFBR SELECT * FROM system_users WHERE dept_id = HOUY
=Bl s .
T i
HR/ME BN EIRIFTER

SELECT * FROM system users JFoieHHE

=] T

BBRTONREC 5, BEH—PINER, FEEILAKATE Debug T

DataPermissionDatabaselnterceptort? SSHNIX=153%:
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e #processSelect(...) Ji%: ZME SELECT iIEGHY WHERE &4,

e #processUpdate(...) J5i%: QbR UPDATE iE9HY WHERE £44,
e processDelete(...) JFi%: QbR DELETE iE@HI WHERE 544,

2. B FERIIR9ESHEIER

EAETETERIREIENIR, 257 5 fddEeE:
1. SEPEIENIR: FTEUEBRAYBRE,
2. IERERRI JEENIR : RIESLIRRE, IRERRFIYER ],
3. BRI EEIBR : RBERERFERERYERI ],
4. REB TRLATEGENIR : £ [(AERIEEENIR] FIERE, SOMTEREFER].
5. ANAANEUERER: HHAMS0, RBSiRFE CrRISHE.
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SEIRINES?
Bl DeptDataPermissionRule HHEFPRAA,

2.2 FEfitE

B Maven Module, BIIBTEN DeptDataPermissionRuleCustomizer” Bean, BgEHLL
RAURLLFES, I TEURNIRAVENE. LA yudao-module-system RERSRZGIF, HASU
T
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@Configuration(proxyBeanMethods = false)
public class DataPermissionConfiguration {

@Bean
public DeptDataPermissionRuleCustomizer sysDeptDataPermissionRuleCustomizer(
return rule -> {
// dept FeF-ETHIEAEAR
rule.addDeptColumn(AdminUserDO.class); // WHERE dept_id = ?
rule.addDeptColumn(DeptDO.class, "id"); // WHERE id = ?

// user H:TH P REIEAR
rule.addUserColumn(AdminUserDO.class, "id"); // WHERE id = ?

// rule.addUserColumn(OrderDO.class); // WHERE user_id = ?
}s5

|
TR, HUEERRFERIGRIN:
o ETF [EB]] ITREIRNIRAVR, FERINE VRSFER, BIalin dept_id FER.
o BT [AF] TRHIENIRAVER, FEREIAFFR, fIaliR user_id FER,

3. @DataPermission ;¥f#

@ataPermission 7 HUENPRIEAE, AIFRBBERIEDEZL, BiEERRIESHELPRAN.
@ enable [ MEBEESEREFEMEUR, WAR i FORS, TRE
false ZEFRIRES.

Rk, LESPERAARHER, THERM @oatapermission ERE

iR, SUESPREARHERY, THRM epatapermission EfE

RN, SUESPREVARHBRY, FTHEIRIM @patapermission jEfE

ERRFIUNT, B0 UserProfileControllerrs: Z&:

// UserProfileController.java

@GetMapping("/get")
@Operation(summary = "FREFESEAEE")
@DataPermission(enable = false) // RHFIFEHIR, AR EEHCK, AR,
public CommonResult<UserProfileRespVO> profile() {
/] .. A
if (user.getDeptId() != null) {
DeptDO dept = deptService.getDept(user.getDeptId());
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resp.setDept(UserConvert.INSTANCE. converto2(dept));

}
/] .. AR
}

@ includeRules B, FEEEAY DataPermissionRule ” HIERPRMNI, Flamx, IE
255 10 F DataPermissionRule #ill, EN7ZZREBEARY 1 #4RL, NelLAFERZEG.
® excluderules J@lE, BCEHEPRHY DataPermissionRule r #HEAPRANI, Flamx, IHE
B35 10 # DataPermissionRule #N, EANFAREEFRY 1 FERL, WATLAGERZEM.

4. HEX RIS RN

WNRBEENZUESPRMA, RFELI DataPermissionRule ™ FUESPRMNIEA, HE=
BHRY Spring Bean BiE], FEEXLIMARERNAIE:

public interface DataPermissionRule {

/**
* IR AR EA IR A
* N ATELZ5L? Data Permission 4T SQL E'E, ilid Where iR [al HH AR

*

*

WURFEIE T IR L 35584, WA {@link TableInfoHelper#getTableInfo(Class)

*

@return FAZHH
*/
Set<String> getTableNames();

/**
* IRYERAAMG A, AR WHERE / OR L jigskft

*

* @param tableName %

* @param tableAlias %%, AJREANZ

* @return IdJERMF Expression ik
*/

Expression getExpression(String tableName, Alias tableAlias);

}

- ______________________________________________________________________________________________J >

o #getTableNames() J3i%: WPELEURBREER, FE(FRIZEUENIRAN,

o #getExpression(...) Joik: HIBEXLHIEER, SEEIMHZEARR WHERE 5
.

THE, HAHRENEEXZUESPRMNARG, SrSUESPRAMNE :
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o Y system_dict_type T, BRIBIFEA creator BEHFIAR.
o EfXJ system_post 3R, EHIEHTA updater BEIHIAF.
BRI T

package cn.iocoder.yudao.module.system.framework.datapermission;

import cn.iocoder.yudao.framework.datapermission.core.rule.DataPermissionRule;
import cn.iocoder.yudao.framework.mybatis.core.util.MyBatisUtils;

import cn.iocoder.yudao.framework.security.core.util.SecurityFrameworkUtils;
import com.google.common.collect.Sets;

import net.sf.jsqlparser.expression.Alias;

import net.sf.jsqlparser.expression.Expression;

import net.sf.jsqlparser.expression.LongValue;

import net.sf.jsqlparser.expression.operators.relational.EqualsTo;

import org.springframework.stereotype.Component;

import java.util.Set;

@Component // 7N Spring Bean, fRiE# yudao-spring-boot-starter-biz-data-permi:
public class DemoDataPermissionRule implements DataPermissionRule {

@Override
public Set<String> getTableNames() {
return Sets.newHashSet("system dict type", "system post");

@Override
public Expression getExpression(String tableName, Alias tableAlias) {
Long userId = SecurityFrameworkUtils.getLoginUserId();
assert userld != null;
switch (tableName) {
case "system dict type":
return new EqualsTo(MyBatisUtils.buildColumn(tableName, tableAli
case "system post":
return new EqualsTo(MyBatisUtils.buildColumn(tableName, tableAli
default: return null;

< 4

@ fEERng + feimiiE.
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@15 [RAERE -> FHEW] 328, &% IDEA ITFHE, AJLIEZR] system_dict_type &
AIERBEMHHE T AN creator = 1 BIEIAIRKLG.

i Debu

ing: SELECT COUNT(%) AS total FROM system_dict_type WHERE deleted = 8| AND creator = 1

al: 1
g ng: SELECT id, name, e, status, remark, create_time, update_time, creator, updater, deleted FROM system_dict_type WHERE deleted = | AND creator = 1) LIMIT ?
1] = ge : ==> Parameters: 16(Long)
g Total: 10

@ iha [RAEEE -> USR] KR, BE IDEAIBFHIE, ALIES] system_post FAIEIH
Bzi#tiE T AND updater = 1 HUEIRISIF.

=4

ater, deleted FROM system_post WHERE deleted = © AND tenant_id = 1) AND updater = 1
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