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1. REGHE

2 FRSREURORI R, RAAAEEUEFERIRI T, SERAFPIIMN system_users

RAFPXIA member user 4 3K,

system_users

P id
& usemame

password
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mobile: va
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Bt s FERg—ERE? (=
BSCATARAXEAER, i tpe FRRSFAFEL, FRBFLE0EES
E%, fIanis EERY dept_id . post_ids FZFE, HJLUBIIMARER, SEFTHE T
RERPE,

FSSEIRAE D, RERROAPEHERTROENGER, HEXEREA SN
SEBE, FLABIRAT S RPENSR,

WRRFEXREKSTEBINER, Halik EiARY system_oauth2_access_token I5[E]<HE
=, TJLUET user_type FERHITXD, FH user_type XIRI UserTypeEnum: £BFK
Z, BT

2. WAIEREN SRS R F?

{5 SecurityFrameworkUtils 7 2RV T 737%, AILBRESRIERAFRIEE.:

2.1 FKEVZHRIAPER

public static LoginUser getLoginUser()

2.2 SRENSRIAPRS (R%ER)

public static Long getlLoginUserId()

2.3 SREN=iRiFE PHEFR

public static LoginUser getLoginUserNickname()

FE, UES AdminUser BRSS!
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2.4 SREN=RIFPSERI]

public static Long getLoginUserDeptId()

T2, (ES AdminUser ETER AR

2.5 SREVEEZ(EE

@ 1E OAuth2TokenServicelmpl BY #buildUserInfo(...) &R, #FEEENEZIAFE

B, flali mobile . sex FZFE., WITERTR:

Project v
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tyMap ()

3 Project -
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-
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3. K EZEPER
3.1 BIERSRIEIR

{FH username MKE + password ZFRHITESR, H AuthController 2 /admin-
api/system/auth/login &M, XIBUIT:

@PostMapping("/login™)

@Operation(summary = "{f K S S0 5 ")

public CommonResult<AuthLoginRespVO> login(@RequestBody @Valid AuthLoginReqVO re
String token = authService.login(reqVO, getClientIP(), getUserAgent());
// &A%
return success(AuthLoginRespVO.builder().token(token).build());

|

YIHRI K FAIBEIIERS?
2l (ERFi — WIS XHE.

3.2 AR App BYSEIR

{5 mobile FH| + password ZRIHITER, H AppAuthController 2t /app-
api/member/auth/login [, XIBUIT:

@PostMapping("/login™)

@operation(summary = "{HfIFHL + FHHHEE")

public CommonResult<AppAuthLoginRespVO> login(@RequestBody @Valid AppAuthLoginRe
String token = authService.login(reqVO, getClientIP(), getUserAgent());
// RIBIEE R
return success(AppAuthLoginRespVO.builder().token(token).build());

4

4. FNIGIEHREF

4.1 ERRSRYCI
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@ fEA mobile FHSIXEINUEAS, H AuthControllerts 24t /admin-
api/system/auth/send-sms-code &, {CRBUIT:

@PostMapping("/send-sms-code")

@Operation(summary = "&iEFHLLGURE")

public CommonResult<Boolean> sendSmsCode(@RequestBody @Valid AuthSendSmsReqVO re
authService.sendSmsCode(getLoginUserId(), reqVv0);
return success(true);

« D 14

@ {FEF mobile FH| + code IUFRDHITESR, H AppAuthControllert 2t /admin-
api/system/auth/sms-login &M, {CRBUIT:

@PostMapping("/sms-login™)
@Operation(summary = "{fHRAFIGUEADE ")
public CommonResult<AuthLoginRespVO> smsLogin(@RequestBody @Valid AuthSmsLoginRe
String token = authService.smsLogin(reqVv0, getClientIP(), getUserAgent());
/ RS
return success(AuthLoginRespVO.builder().token(token).build());

4

4.2 FiR App RYSEIR
@ fEF mobile FHBIREILUERS, H AppAuthControllerts 12t /app-

api/member/auth/send-sms-code Z[M, {CABR0T:

@PostMapping("/send-sms-code")

@Operation(summary = "KIETFHLIGUERL")

public CommonResult<Boolean> sendSmsCode(@RequestBody @Valid AppAuthSendSmsReqVC
authService.sendSmsCode(getLoginUserId(), reqV0);
return success(true);

. 4

@ fEFH mobile FH| + code IUFADHITESR, H AppAuthControllert 2t /app-
api/member/auth/sms-login ¥Z[, {CABUO0T:

@PostMapping("/sms-login")
@Operation(summary = "ffHFHL + KAERER")
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public CommonResult<AppAuthLoginRespVO> smslLogin(@RequestBody @Valid AppAuthSmsl
String token = authService.smsLogin(reqV0, getClientIP(), getUserAgent());
/ IR[EEER
return success(AppAuthLoginRespV0.builder().token(token).build());

NMRAFPFRER, SBmifFERFNSHTEM=RAEF. BREA, /app-api/member/user/sms-
login IEORIZH T BFEAEITHEE.

|

5. =& %

BB (FFAiSE — —H55) Y&,
5.1 EEE&IEIN

@ BEEE=1FE, FIRE=FENEB, A AuthControllert? 12t /admin-
api/system/auth/social-auth-redirect 3Z[., SEB0T:

@GetMapping("/social-auth-redirect™)
@0peration(summary = "{ASFZALATBEEL")

@Parameters({
@Parameter(name = "type", description = "#AZEA" ) required = true),
@Parameter(name = "redirectUri", description = "[A[i&{E")

P

public CommonResult<String> socialAuthRedirect(@RequestParam("type") Integer tyg
@RequestParam("redirectUri") Str
return CommonResult.success(socialUserService.getAuthorizeUrl(type, redirect

4 14

@ {FH code =HIENEHITHRESR, H AuthControllert 2 /admin-
api/system/auth/social-login O, {CHBUIT:

@PostMapping("/social-login™)
@0operation(summary = "fHAZPAEG S, A code FALES™)
public CommonResult<AuthLoginRespVO> socialQuickLogin(@RequestBody @Valid AuthSc

String token = authService.sociallogin(reqVO, getClientIP(), getUserAgent())
/ REEER
return success(AuthLoginRespVO.builder().token(token).build());

< — 4

® {FH socialCode =F1EINAS + username + password HITHEER, BiIFEFEH
/admin-api/system/auth/login ﬂKEg%ﬁﬁgﬁﬁiﬁﬁgﬁitj, E§%Uf£€F§ﬁ9fﬁ§J: socialType +
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socialCode + socialState é%%ﬁo

5.2 R App RYSEIR

@ WEEE=1Fa, FFRE=FENE, B AppAuthController 2t /app-
api/member/auth/social-auth-redirect 3%, BT

@GetMapping("/social-auth-redirect")
@Operation(summary = "fHAEAUTEEEL)

@Parameters({
@Parameter(name = "type", description = "#AZEA" ) required = true),
@Parameter(name = "redirectUri", description = "[[iffi&{2")

})

public CommonResult<String> socialAuthRedirect(@RequestParam("type") Integer tyg
@RequestParam("redirectUri") Stri
return CommonResult.success(socialUserService.getAuthorizeUrl(type, redirect

-] 4

@ A code Z=HIRNIBHITRES, H AppAuthControllert $2{#t /app-
api/member/auth/social-login ¥Z[O., {LAB3E0TF:

@PostMapping("/social-login")

@0peration(summary = "fAZPAEE S, S code FALES™)

public CommonResult<AppAuthLoginRespVO> socialQuickLogin(@RequestBody @Valid Aut
String token = authService.sociallogin(reqv0o, getClientIP(), getUserAgent())

// BlmlgE
return success(AuthLoginRespVO.builder().token(token).build());

<« 4

® {FH socialCode =F#EMEL + username + password HTHEER, BEIEFA
/app-api/system/auth/login FAMIHDERAVEL, XAEFTEINTL socialType +
socialCode + socialState Z%Y,

@ [MSIVERHSE] A phoneCode + loginCode SCHBRENFHISH—EER, H
AppAuthControllert? 2t /app-api/member/auth/weixin-mini-app-login 3£, {LASHN
:

@PostMapping("/weixin-mini-app-login™)
@0operation(summary = "UE/NEETI S
public CommonResult<AppAuthLoginRespVO> weixinMiniAppLogin(@RequestBody @vValid 2

return success(authService.weixinMiniAppLogin(reqVv0));
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}

6. 7 ¥ff
6‘.1 BEERSRISEI

———
ELE/A R BXIT) 1T NAEEILL PRYVELEE ~7 M) BEE] K57 L1 JasOHms -, /|

UserControllerz 2t /admin-api/system/user/create [, {CEEANT:

>

@PostMapping("/create™)
@Operation(summary = "FHIA ")
@PreAuthorize("@ss.hasPermission('system:user:create')")
public CommonResult<Long> createUser(@Valid @RequestBody UserCreateReqVO reqVo)
Long id = userService.createUser(reqv0);
return success(id);

4

6.2 FAR App BYSCIR
FNIIERSERET, MRAFPRIM, SEmERFVSHITEMERFAR. FREA,  /app-
api/system/user/sms-login IECIBIRIH T FIFEMAITNGEE.

7. BREH
FBRPZEHAITHEE, Z—(FEH Spring Security 1228, BIZIBRAEF Token BYSTSRSLHL., 162
nr:
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configure(HttpSecurity http

httpSecurity

Policy(S eationPolicy.

and()

EZRITETERBRY AP EOARE, BERAFER /adnin-api/systen/logout , RAFE
H /app-api/member/logout ,

— EHEINIR =RER-

B 0O O
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